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K [10J10%k€H1I0 0 cCalTe MYHULIUITAIBHOTO
OI0JIPKETHOT'O JIOIIKOJIBHOTO 00pa30BaTeIbHOTO
YUPEKICHUS MYHULTUTTATIBHOTO

obpazoBanus ropoa Kpacnomap

«Jlerckuii cam komOMHUpPOBAaHHOTO BUAA Nel67»

WH®OPMAIIMOHHAS IAMSTKA
TUISI OBYYATIOIINXCS 1J151 PASMEIIEHUSA
HA O®PUILUAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM T0I0OM MOJOJEXKH B MHTEPHETE CTAHOBUTHLCS OOJIbIIE, a IIKOJb-
HUKWA OJIHM W3 CaMbIX aKTUBHBIX IOJb30Barene Pynera. Mexnay Tem, moMHMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOIeMbl. JTa mamsT-
Ka JI0JKHA TOMOYb TeOe 6€30MacHO HaXOAUThCS B CETH.

KommneroTepHbie BUPYChI

KoMmnproTepHblid BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIHHOU OCOOEHHOCTHIO KOTOPOU SIBIISIETCS CIOCOOHOCTh K PA3MHOKEHUIO.
B pononHeHne k 3TOMy, BUPYChl MOTYT MOBPEAUTH WA MOJHOCTBIO YHUYTOXKUTh
Bce (pailyibl U JaHHBIE, MOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amyIIeHa 3apa)XK€HHAas IPOorpaMMa, a TAKXKE MOBPEINUTh WIM JAKE€ YHHUUTOXKHUTH
OTIEPAIIMOHHYIO CHCTEMY CO BcemH (haitiamMu B 1iesioM. B OOJIBIIMHCTBE CIy4daeB
pPaCIpOCTPAHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

Mertoapbl 3aUTEI OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcrione3yld COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOLIUE CEPbE3-
HBI/ YPOBEHb 3AIIUThI OT BPEJOHOCHBIX ITPOTPAMM;

2. IlocrostHHO ycTaHaBnuBai mayTH (IU(pPOBBIE 3aIUIaTKH, KOTOPbIE aBTO-
MAaTUYECKUA YCTAaHABIMBAIOTCS C LENbI0 JOPAOOTKM MPOrpamMMbl) U Apyrue OOHOB-
JIeHus CBOEH orepanuoHHOM cucteMbl. CkauuMBal UX TOJBKO C O(HUIIMAIBHOTO
caiita pazpaborunka OC. Ecnu cyiiecTByeT pekuM aBTOMATHYECKOro OOHOBIIE-
HUs1, BKJIFOUH €T0;

3. PabGotait Ha cBOeM KOMIBIOTEpE TMOJ MIpaBaMU MOJIb30BATENsI, @ HE aJMHU-
HUCTpaTOpa. ITO HE MO3BOJMUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpPaMM UHCTAIIIH-
pPOBATHCSI HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEDPE;

4. Ucnonib3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3-
BOJUTENICH, C aBTOMATUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanndb PU3NYECKHANA TOCTYI K KOMIBIOTEPY 711 TOCTOPOHHUX JIHII,

6. cnonp3yii BHENTHUE HOCUTENN WH(POPMAIIUU, TaKue Kak (Jielika, JUCK
win (aitn U3 MTHTEPHETAa, TOJBKO U3 TIPOBEPEHHBIX HCTOYHUKOB;

7. E[e oTkpbiBail KOMIBIOTEPHBIE (DAITBI, TOTYUYSHHbIE U3 HEHAIEKHBIX HC-
TOYHUKOB. [laxke Te ¢aiiibl, KOTOphIe MpUCIall TBOM 3HAKOMBIN. JlydIe yrouHu y
HEro, OTIPABIISI JIK OH TeOe UX.

Cerun WI-FI



Wi-Fi - 310 He BU niepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I,
mapka. Eme B 1991 rony HuaepiaHjckas KOMIAHUS 3aperucTpupoBajia OpeH.
«WECAY», uto o6o3navano cimoBocodyetanue «Wireless Fidelity», koTopsiii nepe-
BOJMTCS KaK «0€CIpOBOIHASI TOYHOCTHY.

Jlo Hamiero BpemMeHHM Joluia Apyras abOpeBuarypa, KOTopas SBISETCS
TaKoM xe TexHosioruei. 3to abopepuatypa « Wi-Fi». Takoe HazBaHue ObLIO TaHO
C HaAaMEKOM Ha CTaHJIapT BbIciied 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje
03HAYaET «BBICOKAS TOYHOCTHY.

Jla, GecriaTHBIM MHTEPHET-IOCTYI B Kae, OTeNSIX U a3pornopTax sSBIISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIEepThI CUMTAIOT,
gyTo obmenoctymubie Wi-Fi ceTu He sBasitoTCs 6€301acHbIMHU.

CoBeTsl 110 0€30nmacHOCTH pabOTHI B 00IIENOCTYIHBIX ceTsax Wi-fi:

1. He mepenamaii cBoto nuuHyr0 uHMOpMaIuio dyepe3 oomenocTymabie Wi-
Fi cetu. PaGoTas B HuX, )KeJlaTeIbHO HE BBOJAUTH MApOJU JOCTYIA, JIOTUHBI U
KaKue- TO HOMEDPA;

2. Ucnionb3yii 1 OOHOBIISIH aHTUBHPYCHBIE TTpOorpaMMbl U Opanamayep. Tem
caMbIM Tbl 00e30macHIllb ce0s OT 3aKauKU BUPYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonwszoBanuu Wi-Fi otkimtoun pyskiuo «OOmuid 10CTym K ¢aii-
JaMm U npuHtepam». JlanHas QyHKIMS 3aKpbiTa MO YMOJIYaHHIO, OJTHAKO HEKOTO-
phI€ TMOJIb30BATEIN aKTUBUPYIOT €€ JJig yA00CTBa MCIOJb30BaHUSI B pabOTe WM
yaeoe;

4.He wucnone3yit myOnmuuneridi WI-FI s mepenaum TWYHBIX TaHHBIX,
HAIMPUMED JIJIS1 BBIXOJA B COIMMMAIIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Ucnonb3yit TosbKO 3amuiienHoe coenrnHenue yepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkimoun ¢pynkuio «llogkmouenne k Wi-Fi aB-
TomMaTu4eckn». He momyckail aBTOMaTHYECKOTO MOJKIIOUYEHUS YyCTPOMCTBA K Ce-
TssM Wi-Fi 6e3 TBoero cornacusi.

CouuanapHbBIE CETH

CouuanbHble CETH AKTUBHO BXOJIAT B HAIILy KU3Hb, MHOTHE JIFOJIU pabOTaloT
U KUBYT TaM MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTUAP/ YETIOBEK,
YTO SIBJIIETCA OJHOU CEIbMOM BCEX JKUTEJEH IUIaHEThl. MHOIME 1OIb30BaTENId HE
MOHUMAIOT, YTO MHGOpMALMs, pa3MElIeHHass MU B COIIMAIbHBIX CETAX, MOMKET
OBbITh HaliJleHa U UCIOJB30BaHa KEM YrOJIHO, B TOM YHCIIe HE 00s3aTeNbHO C Oa-
TUMU HAaMEPEHUSIMU.

OCHOBHBIE COBETHI TIO 0€30MMACHOCTH B COITUATBHBIX CETSIX:

1. Orpannyb coucok apy3eil. Y 1e0s B Apy3bsSiX HE JOJKHO OBITh ClIydaii-
HBIX U HE3HAKOMBIX JIFOICH;

2. 3amuImai cBOX YacTHYIO *Ku3Hb. He yka3piBail mapomu, TenedoHsl, aape-
ca, JaTy TBOETO POXACHUS U JIPYTYyIO JUYHYI0 MHGOpMALHIO. 3I0yMBIIIICHHUKA
MOTYT MCMOJB30BATh Jake MH(OpPMAIKIO O TOM, KaK Thl U TBOU POAUTENN TUIAHU-
pyeTe MpoBECTH KAHUKYJIbI;

3. 3amuMinai CBOIO penmyTaluio - JIEpKU €€ B YUCTOTEe W 3a7aBail cebe BO-
poc: XOTeN Obl Thl, UTOOBI JIpyrue MOJIb30BATENU BUIIEIHU, YTO ThI 3arpyskaeiib?
[Togymaii, mpexJie 4eM 4TO-TO ONMyOJIMKOBATh, HANMCATD U 3arPy3UTh;



4. Ecnu Thl TOBOPUIIB C JIFOABMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOIb3YH CBOE
peajgbHOe UMSI U IPYTYIO JIMYHYI0 MH(QOpPMALMU: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U MpoYeE;

5. N36erait pazmemenus ¢hororpaduii B UHTepHETE, e Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPO MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu perucrpainuu B COIMANIbHON CETH HEOOXOIMMO HCIIOIb30BATh CIIOXK-
HBIE MMApPOJIH, COCTOSIIKE U3 OYKB U LIUPP U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. JInst conmManbHON CeTH, MOYTHI M IPYTUX CAUTOB HEOOXOAMMO HCITONIB30-
BaTh pasHble mapoym. Toraa eciau Te0s B3JIIOMAIOT, TO 3JIOYMBITUICHHUKY TOJTydaT
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

DNEeKTPOHHbBIE IEHbI U

DNEeKTPOHHBIC ACHBIH - 3TO OYCHb yIOOHBIA CIIOCOO IIATEXEH, OHAKO CY-
HIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJY4YUTh 3TH AEHBIU.

DJIEKTPOHHBIE JEHBIM MOSBUWINCH COBCEM HENABHO M MMEHHO H3-3a ATOTO
BO MHOTMX I'OCYyAapCTBax A0 CHUX ITOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, TIe
UX pa3AeNsIlOT Ha HECKOJIBKO BUIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3Huua B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh onepaiuu 6e3
u7eHTU(UKAIIMY [T0JIb30BATENs], @ B HEAHOHUMHBIX UJICHTU(DUKAIIKS TOJIb30BaTels
SBIIIETCS 0053aTENLHOM.

Taxoke ciaemyeT pa3nuvarh dJIEKTPOHHBIE (PUATHBIC IEHBIU (PaBHBI TOCYIAP-
CTBEHHBIM BaJIOTaM) W D3JIEKTPOHHBIC He(pUaTHBIC IEHLIM (HE PaBHBI TOCYIap-
CTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ ANEKTPOHHBIMU JACHbraMU:

1. [IpuBsixu K cueTy MOOMIIBHBIN TenedoH. DTO caMblil YAOOHBIA U OBICT-
pBIii CIIOCOO0 BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBs3anHbIil TenedoH MOMOKeET, ec-
U 3a0yJenib CBOW IUIATEXKHBIM Mapoiib WM 3aifielllb HAa CalT ¢ HE3HAKOMOIO
YCTPOMCTBA;

2. Ucnonb3yit ogHOopa3oBblie nmaponu. [locne nepexona Ha yCHIICHHYIO aBTO-
puzanuio Tebe yxxe He OyJeT yrpoKaTh OMACHOCTb KPa)kh WIIM MepexBaTa IiaTex-
HOTO MapoJIs;

3. BeiOepu crnoxusbiii mapoisib. IlpecTynHukam OyaeT HE MPOCTO yrajaarthb
CJI0KHBIA napoJib. HajgexHple mapoiu - 3T0 mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B c€0sl CTPOYHBIE M IPOMUCHBIE OYKBBI, IIUPPHI U HECKOIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, (yHTa, BOCKIWIATEIbHBIM 3HAK W T.II
Hanpuwmep, $tROng!;;

4. He BBOIUM CBOM JIMYHBIC JAHHBIE HA CAlTax, KOTOPBHIM HE JOBEPSECUIb.

DNEeKTpOHHAs MoYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTUSI U MPEAOCTAaBISIEMbIE €10 YCIYTH IO
NEPECHUIKE U MOJYYEHHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE pacpeesoTCs B
KOMITbIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIA SUIUK BBITJISIUT CIETY-
IOIMM 00pa3oM: UMs_TMOJb30BaTens(@ums_jaoMeHa. Takxke KpoMe nepeayu mnpo-
CTOr0 TEKCTa, UMEETCSI BOZMOXHOCTh MepeaBath (Haisbl.

OcHOBHBIE COBETHI IO 0€30MacCHON PaboTe C NEKTPOHHOM MOYTOM:

1. Hamo BwIOpaTh MNpaBWIBHBIM MOYTOBBIA CepBHC. B HHTEpHETE €CTh



OTPOMHBIH BBIOOP OECIIIIATHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIE TOBEPSAThH TEM,
KOTO 3HAElIb U KTO IIEPBbIA B PEUTUHIE;

2. He yka3piBaii B IMYHOU MMOYTE JUYHYIO HHpopMaIuto. Hanpumep, myurie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» unmm «pok2013» BMecTo «Temal3y;

3.  Hcnonw3yi IBYXATalHYIO aBTOPHU3AIMIO. JTO KOrJa MOMUMO MApOJs
HY>KHO BBOJUTb KO/JI, TpUChUIaEMbI 0 SMS;

4. BeiOepu cnokHBIM Mapoiib. s KakIoro MOYTOBOTO SIIMKA JOJHKEH
OBITh CBOW HAJE)KHBIN, yCTOWYUBBIN K B3JIOMY MapOJIb;

5. Ecan ecTh BO3MOXHOCTh HalucaTh CaMOMY CBOW JIMYHBIA BOIIPOC, HC-
MOJIb3YU 3Ty BO3MOKHOCTb;

6. Mcnosp3yli HECKOJIBKO MOYTOBBIX SIUIMKOB. [lepBbIi 11 yacTHOU nepe-
IIUCKH C aJpecaTaMH, KOTOPBIM Thl JOBEPSCIIb. JTO 3JIEKTPOHHBIA apec HE HAJ0
UCIOJIb30BaTh NPU PETUCTPALIUU HA (OpyMax U caiTax;

7. He oTkpeiBaii (paitibl U apyrue BJIOKEHHUSI B MUCbMax, Ja)ke €ClId OHU
OPUILIA OT TBOUX Jpy3ell. Jlydile yTouyHU y HUX, OTHPABISUIM JIM OHU TeOe 3TU
Gbaiisr;

8. [locne oxoH4yaHWsi pabOThl HAa TMOYTOBOM CEpPBHUCE MEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha «BBIATIY.

KubepOynnuHr uinu BUPTyalibHOE U3/1€BATEIHCTBO

KubepOymmHr - npeciienoBaHue COOOIIEHUSIMH, COJEPKAITUMU OCKOpOJIe-
HUSl, arpecCHlo, 3allyrMBaHKe; XyJIUTaHCTBO, COLMaIbHOE OOMKOTHpPOBAHHUE C IO-
MOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaiicst B 60#. JIydmmii cioco0: MOCOBETOBATHCS KaK ce0sl BECTH H,
€clii HeT TOro, K KOMy MOKHO OOpaTUThCS, TO BHayajue yCOKOUThcs. Ecnu Th
HAYHEIIb OTBEYaTh OCKOPOJEHHUSIMH HAa OCKOpOJIEHHS, TO TOJBKO €Ile OOJbIle
Pa30AKEINIb KOH(PIIHUKT;

2. YmpaBisii cBoel kubeppenyTraimei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHHUMHBIM aKKayHTOM;

4. He cTOMT BEeCTH XYJWUTaHCKUH 00pa3 BHUPTyadbHOW >XW3HU. MHTepHeT
(buKcUpyeT Bce TBOM JEHUCTBUS WM COXpaHSeT MX. YAaluTh uUX Oyner KpaiiHe 3a-
TPYIHUTEIBHO;

5. Cobmronaii CBOIO BUPTYaAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuununbiii HeratuB. OIHOPa30BbIe OCKOPOUTEIbHBIE CO00-
HICHUS JIydllle UrHOpupoBaTh. OOBIUHO arpeccusi MpeKpallaeTcss Ha HaudaibHOU
CTaJluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B
COLIMATIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKHM OTIPABKH COOOIIEHHI C Orpe-
JEJIEHHBIX a/IPECOB;

8. Ecnu ThI cBueTenb kubepOyunra. TBou nedCTBUS: BBICTYIIUTh IPOTUB
npecieaoBaTens, MoKa3aTh €My, UTO €r0 IEUCTBUS OLIEHUBAKOTCA HETaTUBHO, MOJI-
JIEpKATh KEPTBY, KOTOPOM Hy)XKHA MCHUXOJIOTMYECKasi MOMOIIb, COOOLIUTh B3pOC-
JbIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH



CoBpeMeHnHble cMapT)OHBI W TUIAHIIETH COAEpPXKAT B ce0e BIOJIHE
B3pOCIbIA (PYHKIIMOHAJ, U TeNepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KoMIibtoTepamMu. OJJHAKO, CPEICTB 3aUIUTHI JJI1 OJ0OHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTMpoBaHME M TIOMCK YSI3BUMOCTEM B HUX IPOMCXOJHMT HE Tak
MHTEHCUBHO, Kak aiis EIK, To jke camoe kacaeTcsi 1 MOOMJIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIM HACTOJb-
HbIE€ aHAJIOTH, OJHAKO pacliMpeHue (QyHKIMOHaJIa BJIEYET 3a CO00W OO0JbIIYIO
CJI0’KHOCTh ¥ MEHBIIIYIO 3aIIUIIIEHHOCTb.

Jlanexko HEe BCe TPOM3ZBOAMTENN BBIMTYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOICTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO TesnedoHa:

Huuero He sBnsiercst mo-HacTosimeMy OecriiaTHbIM. Byas ocTOpokeH, Benb
Korja Tebe mpeaiaratoT OeCIUIaTHRIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TJIATHBIE YCITYTH;

Hywmait, npexae yeM otnpaBuTb SMS, ¢oto umu Buaeo. Thl TOUHO 3HACIIIb,
r7ie OHU OyJyT B KOHEUHOM UTOre?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcrnonb3yilt aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuiaoKeHHsI OT HEM3BECTHOTO MCTOYHHMKA, BEJAb OHH MOTYT
coJiepKaTh BPEJOHOCHOE MPOTPaMMHOE 00ECIIeYEHUE;

[Tocne Toro kak THI BBIMIEUIL C caiiTa, T BBOAWI JIMYHYIO WH(OPMALHIO,
3aiiIi B HACTPOUKHU Opay3epa u ynamu cookies;

[lepuoauuecku npoBepsiid, KaKue IMIaTHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBoif HOMEp MOOMIBHOTO Tene(OoHA TONBKO JIOASIM, KOTOPBIX ThI
3HAElIb U KOMY JOBEPSEIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAAa Thl UM HE MoJb3yelbes. He 3a-
ObIBail MHOT/1a IPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE OHJIANH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLIUE pa3Bicye-
HUsA, 00BEIUHAIONINE COTHU ThICSY YEJIOBEK MO BceMy Mupy. Urpoku ucciemnyror
JAHHBIM UM MHUp, OOLIAIOTCA APYT C JPYroM, BBHIMOJHSIOT 3aJJaHus, CPAXKAIOTCS C
MOHCTPaMH M TMOJIy4arOT OIBIT. 3a YJOBOJIBCTBHE OHM IUIATAT: MOKYIAKOT IUCK,
OTUTAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OTIIIHH.

Bce atu cpenctBa mayT Ha MOJJEpKAHUE W PA3BUTHE WUIPhI, a TaKKe Ha
caMmy 0€30MMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIIUH, BBITYCKAIOTCS
HOBBIC TIaT4¥ (IIUGPOBBIC 3aIJIATKUA MJIsI MPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH
CEpBEPOB.

B momoOHBIX Wrpax CTOMT omacarbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIbKO KpaKh TBOETO MAapoJjs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpHU3ALUU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroil urpok BeAeT ceds II0X0 UK CO3/1aeT Te0e HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTPATOPaM UIPbl HA IJI0XO€ MOBEIEHHUE ATOIO UTPO-



Ka, XKeJIaTeIbHO MPHIJIOKHUTh KAaKHe-TO JI0Ka3aTeIhCTBA B BUJIE CKPUHOB;

3. He yka3piBait muuHy0 HH)OpMaIKiO B podaiisie Urphi;

4. VYBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoUIIUMAIBHBIC TATYA U MO/IBI;

6. Wcnonw3yil cloxHbIe U pa3Hble TapOJIu;

7. Jlaxxe BO BpeMs Urpbl HE CTOUT OTKJIt0UaTh aHTUBHUpYC. [Toka Thl urpa-
€lllb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KpaXka TUIHBIX JaHHBIX

OOBIUHOM KpaXkel ACHET U IOKYMEHTOB CETOIHS YK€ HHUKOTO HE YAWBUIIIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUH 3JIOYMBINIJICHHUKA TIEPEMECTIIINCh B WH-
TEPHET, U MPOJIODKAIOT 3aHUMATHCS «TTFOOUMBIMY JIETIOM.

Tak mosiBHIIach HOBasl yrpo3a: WHTEPHET-MOIIEHHWYECTBA WM (DUIIUHT,
TJIaBHAS 11€1h KOTOPOTO COCTOUT B TIOJyYCHUH KOHMUACHITUATBHBIX JAHHBIX MOJTh-
30BaTesiel - JOTMHOB U maposie. Ha anrnuiickom s3bike phishing uuTaercst kak
¢bummHr (o1 fishing - peiOHas J10BIIs, password - Maposb).

OCHOBHBIE COBETHI 110 00PHOE C PUITUHTOM:

1. Cnenau 3a cBouM akkayHTOM. Eciu Thl mojgo3peBaelib, YTO TBOSI aHKETa
ObL1a B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIMTH aAMUHUCTPATO-
paM pecypca 00 3TOM Kak MOXHO CKOPEE;

2. Vcnonb3yii Oe3omacHble BeO-CalThl, B TOM YKCIIE, UHTEPHET-MAra3uHoB U
MTOVCKOBBIX CHCTEM;

3. Vcnonp3yil CloXKHbIE M pa3Hble Mapoid. TakuMm oOpazom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBINUICHHUKY TOJTy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO-
¢utio B ceTu, a He KO BCEM;

4. Ecnu 1e0s1 B3IOMaJU, TO HEOOXOUMO MPEIYNPEAUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE J0OaBJIeHBI y TeOS B APY3bAX, O TOM, UYTO T€OS B3JIOMAIM U, BO3-
MO>KHO, OT TBOEr0 MMEHHU OYJET pacchUIaThbCsl ClaM U CChUIKM Ha (DUIIMHTOBBIC
CaWTHhI;

5. Ycranosu HagexHbIi naposib (PIN) Ha MoOubHBIN TenedoH;

6. OTkIIIOYM COXpaHEHHUeE MapoJid B Opaysepe;

7. He otkpsiBail (ailyibl U Apyrue BIOKEHUS B MUCHbMax, Ja)ke €CId OHU
OPUILUIA OT TBOUX Apy3eil. Jlydile yTouyHU y HUX, OTHPABISUIM JIU OHU TeOe 3TU
(haitibl.

[udposas penyTranus

[Mudposas penyramusi - 3T0 HETaTUBHASI WX TO3WTHUBHAs WH(POpMALHS B
cetu 0 Tebe. Kommnpometupyromas unpopManus, pa3MenieHHas: B MHTEpHETE, MO-
KET CEPhE3HBIM 00Pa30M OTPA3UTHCSA HA TBOEH peanbHOU ku3HU. «[{udposas pe-
MyTamus» - 3TO TBOM MMHDK, KOTOPBIA (OpMHpYETCs u3 WHPpOopManuu o Tede B
WHTEPHETE.

TBOe MecTO KUTENLCTBA, y4eObl, TBOE PUHAHCOBOE MOJIOKEHHE, OCOOEHHO-
CTH XapakTepa U pacckasbl 0 OJM3KUX - BCE ITO HAKAIUIMBAETCS B CETH.

MHorue noJipoCcTKu JErKOMBICIEHHO OTHOCATCS K IMyOJIMKAlUW JIUYHOW MH-
dbopmanu B MHTEepHETE, HE MOHMMAas BO3MOXKHBIX MOcCiencTBUi. Thl gaxke He
CMOJKeEIllb JIOTaJaThCs 0 TOM, YyTo QoTrorpadus, pa3mMelieHHas 5 JeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0s Ha palboTy.



KomMmenTapuu, pazMenienre TBoux (Gpororpaduii u qpyrue AelcCTBUS MOTYT
HE MCYE3HYTh JAXKE MOCJIE TOrO, KaK Thl UX yJadullb. Thl HE 3HACLIb, KTO COXpa-
HUJI 3Ty UH(POPMAILIMIO, TTOMajia JId OHA B MOUCKOBBIE CUCTEMbI U COXPAHUIIACH JIU
OHa, a IJaBHOE: YTO MOAYMAIOT O TeOe OKpYXaIollue JIIOAH, KOTOPhIE HAWIYT U
yBUIAT 3T0. HailTu nHdopmanuio MHOTO JIET CIYCTS CMOXKET JH000i - Kak u3 100-
PBIX MOOYXJIEHUW, TaK U C HAMEPEHUEM MPUYMHUTH Bped. ITO MOXKET OBITH KTO
YTOJTHO.

OCHOBHBIE COBETHI I10 3aIIUTE U(PPOBOM pEIyTALNH:

1. [Togymaii, mpexae 4eMm 4YTo-TO MyOJMKOBaTh W MepefaBaTh y ceds B
0JI0re WM B COLMAILHOM CETH;

2. B nHacTpoiikax mpoduiis yCTaHOBH OTPAaHUYEHUS HA TPOCMOTP TBOETO
npouIs U ero CONEePKUMOT0, ClIeTIail €ro TOIBKO «JJIS IPY3€eiD»;

3. He pasmemaii u He yka3bpiBail HHGOPMAIINIO, KOTOPasi MOXKET KOro-Tu00
OCKOPOJISITH WA OOMKATh.

ABTOpPCKOE TIPaBo

CoBpeMeHHbIE IIKOJbHUKM - AKTHBHBIE IMOJIH30BATENN LHUPPOBOrO MPO-
cTtpaHcTBa. OJTHAKO JAJEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOKHO-
CTAMU LUGPPOBOro Mupa TpeOyeT COONIIOACHHS MpaB Ha MHTEIUIEKTYalbHYIO COO-
CTBEHHOCTb.

TepMUH «UHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IU4YHBbIM
TBOPEHUSIM UYEJIOBEYECKOTO yMa, HauMHAasg C HOBBIX M300pETEHHMM U 3HAKOB, 000-
3HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI M YCIYTH, M 3aKaHUMUBas KHUTaMH, ¢o-
TorpadusiMu, KHHOPUIHBMAMU U MY3bIKaJTbHBIMH MPOU3BEICHHUSIMHU.

ABTOpCKHE MpaBa - ATO IMpaBa Ha MHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYIAIOT B
KaueCTBE TapaHTUU TOTO, YTO WHTEIJUICKTYaIbHBINA/TBOPUYECKUH TPy aBTOpa HE Oy-
JIET HAIPACHBIM, JAacT €My CIpaBeUINBbIE BO3MOXXHOCTHU 3apaboTaTh Ha pe3ysbTa-
Tax CBOEro TpyJa, MOJYYUTh U3BECTHOCTb U Mpu3HaHue. Hukro 6e3 pasperieHus
aBTOpa HE MOXKET BOCIPOU3BOJUTH €ro MPOU3BEICHUE, PACTPOCTPAHSITH, MyOI1y-
HO JIEMOHCTPHUPOBATh, NMPOJAABaTh, UMIOPTUPOBATh, IyCKaTh B MPOKAT, MyOIUYHO
UCIIOJIHSTh, MOKA3bIBATH/UCIIONHATE B 3dupe win pa3Meniats B UHTepHeTe.

Hcnonb3oBaHue «MUPATCKOTO» MPOTPAMMHOI0 00ECIIeYeHUsI MOXKET MpUBe-
CTU K MHOTMM pHCKaMm: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHU
TBOEr0 YCTPOMCTBA, I/I€ YCTAHOBJIEHA HEJerajbHas nporpamma. He cTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JETalbHbIE M OECIIaTHBIE MPOTPAMMBI, KOTOPHIC
MOYKHO HAUTHU B CETHU.

O noptaine

CeteBUUOK.p( - TBO TJIABHBI COBETYUK B CETH. 37I€Ch Thl MOXKEIIh y3HATh
0 0€30IMacCHOCTH B CETH TOHSITHBIM U JOCTYIHBIM SI36IKOM, a MPYU BO3SHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUTBhCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!

MoanucaHo umposoi

CKJ'IFI p O KCaAH A noanucbto: Cknap OkcaHa

bopucosHa
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