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K [losoxenuro o caiite MyHUIMITAIBHOTO
O¥OHKETHOTO IOIITKOJIBHOTO 00pa30BaTEeILHOTO
YUPEXKACHUS MyHUIIUIATBHOTO

oOpa3zoBanus ropoa Kpacuonap

«Jletckuit can koMOMHUPOBAHHOTO BUAA Nel67»

WH®OPMALIMOHHASI TAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEILEHUS
HA O®UILIUAJTBHBIX MHTEPHET-PECYPCAX

C xaxapIM T0I0M MOJIOJICKH B UHTEPHETE CTAHOBUTHCA OOJIBIIE, @ IIKOJIb-
HUKHM OJIHM M3 CaMbIX AaKTMBHBIX IOJIb30BaTesied PyHera. Mexay Tem, moMuMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEM, UHTEPHET HECET U MPOOJIEMbI. JTa aMsT-
Ka JJOJDKHA TOMOYb TeOe O€30M1aCHO HAXOANUTHCS B CETH.

KoMmeroTepHbI€ BUPYCHI

KoMnploTepHBId BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTIUYUTETHLHOU 0COOEHHOCTHIO KOTOPO SBISETCS CIIOCOOHOCTh K PA3MHOKEHHUIO.
B nomnosnHeHune k 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOTHOCTHIO YHHUUTOXHTh
Bce (haiibl ¥ JaHHBIE, TOJKOHTPOJIBHBIE MOJB30BATENI0, OT UMEHU KOTOPOTO ObLIa
3alyIleHa 3apaK€HHAs NPOrpaMMa, a Tak)Ke MOBPEIWTb WM JAXE YHUYTOXKUTH
OIEPALlMOHHYI0 CUCTEMY CO BceMHU (ailiamMu B 1iejoM. B GOJbIIMHCTBE CilydaeB
PacIpOCTPaHSIOTCS BUPYCHI U€pE3 HHTEPHET.

Mertoasl 3a1UThl OT BPEIOHOCHBIX ITPOTPAMM:

1. Ucnonp3yli COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEpPhE3-
HBI YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IIPOTPAMM;

2. IlocTrostHHO ycTaHaBiaMBal mayTu (Uu(poBbIE 3AIUIATKH, KOTOPbIE aBTO-
MaTHYECKHU YCTAHABIIMBAIOTCS C LEJIbIO TOPAOOTKH MPOrpaMMbl) U Apyrue oOHOB-
JeHHUs] CBOEH OmepanroHHOW cuctembl. CKauyuBail MX TOJBKO C OQHUIHMAIBHOTO
caita pa3paborunka OC. Ecnu cyimecTByeT pekuM aBTOMATHYECKOTO OOHOBIIE-
HUS, BKIIFOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MO/ MpaBaMu MOJIb30BATENs, a HE aJMHU-
HUCTpaTopa. ITO HE MO3BOJUT OOJBIIUHCTBY BPEJOHOCHBIX MPOTPAMM WHCTAJLIHU-
POBATHCSI HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEDPE;

4. Mcrionb3yil aHTUBUPYCHBIE IIPOIPAMMHBIE MPOAYKTHI U3BECTHBIX HPOU3-
BOJUTENIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub (HU3HUECKUN JOCTYI K KOMIBIOTEPY 7151 TOCTOPOHHUX JIUII;

6. Mcnonb3yil BHEIIHUE HOCUTEIN MH(POpPMALUH, TAKUE KaK (uIienKa, JUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. E[e oTKpbIBaii KOMITbIOTEpPHBIE (paiiiIbl, OJTYYEHHbIC U3 HEHAIEKHBIX HC-
TOYHUKOB. Jlaxxe Te ¢ailnbl, KOTOpble MpHCIan TBOM 3HaKOMbIN. Jlyurie yrounu y
HETO0, OTIPABIISI JIU OH TEOE UX.

Ceru WI-FI



Wi-Fi - 3T0 He B nepefaun JaHHbIX, HE TEXHOJOTHUs, & BCETO UL OpeH/I,
mapka. Eme B 1991 romy Huaepianackas KOMITAHHS 3apeTUCTPUpOBaia OpeHI
«WECA», uto o6o3Havano cimoBocodyetanue «Wireless Fidelity», koTopslii nepe-
BOJMTCS KaK «0€CIpOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHH Jouuia Jpyras abOpeBHaTypa, KOTOpas SBISETCS
TaKoU ke TexHoyiorueil. 1o abopeBuarypa « Wi-Fi». Takoe HazBaHue ObLTO JaHO
C HaMEKOM Ha CTaHjgapT BeIcuieill 3BykoBoW TexHuku Hi-Fi, uto B mepeBone
03HAYAET «BBHICOKASI TOYHOCTHY.

Jla, GecriaTHBIA UHTEPHET-IOCTYI B Kade, OTENSIX U adpONopTax SBISICTCS
OTJIMYHOW BO3MOXKHOCTHIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCHEPTHI CUHUTAIOT,
yT0 o0meaoctynHbsie Wi-Fi ceTu He sBIsitoTCs 0€301acHbBIMU.

CoBeTbl 0 6€30MacHOCTH PabOTHI B 00IIEOCTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoto nTuuHyr0 WH(MOpMaIMio yepe3 oommenoctymapie Wi-
Fi ceru. PaGotas B HuUX, KeNaTrelbHO HE BBOAUTH MApOJId JIOCTYMA, JIOTUHBI U
KaKue- TO HOMEDPA;

2. Vcnionw3yii 1 OOHOBJISIH aHTUBHPYCHBIE TTpOrpaMMbl U Opanamayep. Tem
caMbIM Tbl 00e30macHIllb ce0s OT 3aKaUYKU BUPYCa Ha TBOE YCTPOIMCTBO;

3. [Ipu ucnonwszoBanuu Wi-Fi otkmoun Qynkuuio «O0mmil 1octyn K ¢aii-
jJaM U npuHtepamy». JlaHHas QyHKIUS 3aKphITa IO YMOJTYAHHUIO, OJHAKO HEKOTO-
pble MOJB30BATENIN aKTUBUPYIOT €€ AJid yI0o0CTBa MCHOJIb30BaHUS B paboTe WM
yuebe;

4.He wucnons3yit nyonmuunberidi WI-FI nis mepenmaum JWYHBIX JaHHBIX,
HAIMPUMED VIS BEIXOJA B COIMMAIIBHBIE CETH WX B AJICKTPOHHYIO MOYTY;

5. Wcnonb3yii Toapko 3amuiieHHoe coenuenue yepes HTTPS, a ue HTTP,
T.€. Mpu Habope BeO-aapeca BBoAU UMEHHO «https://»;

6. B moOunbsaOM Tenedone otkimoun ¢pyHkiuio «llogkmouenune k Wi-Fi aB-
TomMaTudeckn». He pomyckail aBTOMaTHYeCKOTro MOJKIIIOUEHUsI YCTPOMCTBA K Ce-
TsM Wi-Fi 6e3 TBoero cornacusi.

CouualpHbIE CETH

CouuanbHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIFOAU pa0OTAIOT
U KUBYT TaM MOCTOSIHHO, a B Facebook y:ke 3apeructpupoBaH MUILIHAP]] YEIIOBEK,
YTO SIBJISIETCA OJHOU CEAbMOU BCEX KUTEJIEU IUIaHeThl. MHOrue IoJjib30BaTean He
MOHUMAIOT, YTO WHOpMaINHs, pa3MenieHHass UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HaliJIeHA U KCIIOJIb30BaHAa K€M yrOJHO, B TOM YHMCIIE€ HE 00s3aTeabHo ¢ Ona-
TUMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI 1O OE30MACHOCTH B COITUATBHBIX CETSIX:

1. Orpannyb cnucok apy3eil. Y 1e0s B Apy3bsiX HE JOJDKHO OBITh CIIydaii-
HBIX U HE3HAKOMBIX JIFO/ICH;

2. 3amuMinaii CBOO YacTHYIO *u3Hb. He yka3biBail maposu, TenedoHsl, ajape-
ca, JaTy TBOETO POXACHUS U JPYTyI0 JUYHYIO UH(MOPMAIUIO. 310YMBIIIIEHHUKH
MOTYT UCMOJB30BATh Jake MH(POpMAIKIO O TOM, KaK Thl U TBOU POIAUTENH IUIaHU-
pyeTe MpoOBECTH KAHUKYJIbI;

3. 3amuminai CBOIO pernyTaiuio - JAepKU €€ B YUCTOTE U 3ajaBail cebe Bo-
npoc: XOoTen Obl Thl, YTOOBI APYTUE MOJB30BATENN BUAEIH, YTO Thl 3arpyskaelib?
[Togymaii, mpexJie 4eM 4TO-TO ONMyOJIMKOBATh, HAMMCATD U 3arPy3UTh;



4. Eciii Thl TOBOPULIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJb3YH CBOE
peajgbHOe UM U APYTYIO JIMYHYI0 MHQOpPMALMU: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U MpoYee;

5. N36erait pazmemenus dhororpaduit B UHTEpHETE, T1I€ THI M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpainuu B COIMATBHONU CETH HEOOXOIUMO HCIIOIB30BATh CIIOXK-
HBIE MMApOJIH, COCTOSIINE U3 OYKB U IUPP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JInsa conuanbHON CETH, TTOYTHI U JPYTUX CAWTOB HEOOXOJIUMO HCIIOJIb30-
BaTh pa3Hble naposu. Toraa ecnu Te0s B3JIIOMAIOT, TO 3JI0YMBIIUICHHUKN MOJTy4datT
JOCTYM TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBIE JEHBIH

DNeKTpOHHBIE ACHBIU - 3TO OYEHb yIOOHBIN CIOCOO MIaTeXel, OAHAKO CY-
HIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTST MNOJYYUTh 3TH AEHBIU.

DNEeKTpOHHBIE AEHBIH MOSBUIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOrO
BO MHOTHX T'OCYJIAapCTBAX J0 CHUX MOpP HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (DYyHKIIMOHUPYIOT M O HUX y>K€ MPOMHUCAHO B 3aKOHE, I7Ie
UX Pa3JeNsAoT HAa HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHbIE. PazHuIa B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOIUTh orepaiuu 0e3
uAeHTU(UKAIIMY TT0JIH30BATENS, & B HEAHOHUMHBIX UICHTU(PUKALIUS TT0JIb30BATEINS
SBIIETCS 0053aTENLHOM.

Taxoke ciepyer paznuyaTh 3JIEKTPOHHBIE (pUATHBIE IEHbIU (PaBHBI TOCyAap-
CTBEHHBIM BaJlOTaM) U JJIEKTPOHHBIE He(UaTHbIC IAEHBI'M (HE paBHBI rocCyaap-
CTBEHHBIM BaJIIOTaAM).

OcHOBHBIE COBETHI 110 O€30MacHON paboTe C INEKTPOHHBIMU JCHbIAMHU:

1. IIpuBsoxku K c4eTy MOOWIJIBHBIN TeiaedoH. DTO caMblii YOOHBIM U OBICT-
pBIi ctOCOO BOCCTAaHOBUTH JOCTYM K cuetry. [IpuBs3aHHbIi Tene@oH MOMOKET, ec-
au 3a0ynenrb CBOM IUJIATEXKHBIM Mapojb WM 3aiJiellb HAa CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yit ogHopazosble napoiu. [locie nepexona Ha yCUIEHHYIO aBTO-
puzainuio Tebe yxxe He OyJIeT yrpokaTh OMacHOCTb Kpakk WM TIepexXBaTa MiiaTex-
HOT'O MapoJIs;

3. BeiOepu cnoxuseiii maposb. [lpectynHukam Oyner HE HPOCTO yraaarhb
CJI0KHBIA napoJib. HagexHple mapoiu - 3T0 napoiiv, KOTOPbIE COAEpKaT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B c€0sl CTPOYHBIE U MPOMMUCHBIE OYKBBI, IU(MPHI U HECKOJIb-
KO CHMBOJIOB, TaKME€ KaK 3HAaK JoJuiapa, (pyHTa, BOCKJIMIATENbHBIA 3HAK M T.I.
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JMYHBIE JaHHBIE HA CATax, KOTOPHIM HE JOBEPSIEILb.

DJIEKTPOHHAs MoYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIEMBIE €10 YCIYTH MO
NEPECHUIKE U MOJIYYCHHUIO 3JIEKTPOHHBIX COOOLICHHM, KOTOPbIE paCIPEIEsIIOTCS B
KOMITBIOTEpPHOU CceTH. OOBIYHO JJIEKTPOHHBIN MOYTOBBIN SITUK BBITIISIUT CIICTY-
IOLIMM 00pa3oM: UMs_TOJIb30BaTeIsI(@uUMs_1oMeHa. Taxke KpoMe mepeaadu mpo-
CTOTO TEKCTa, IMEETCS BOZMOKHOCTh TiepeAaBaTh (ailsibl.

OcHOBHBIE COBETHI 10 6€30MacHON paboTe ¢ ITEKTPOHHON TTOUTOM:

1. Hago BBIOpaTh NpaBHIBHBIM MOYTOBBIA cepBHC. B HHTEpHETE ecTb



OTPOMHBIN BHIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPSTH TEM,
KOTO 3HA€IllIb ¥ KTO NIEPBBIM B PEUTUHIE;

2. He yka3piBaii B IMYHOMU 1MouTe JUUHYI0 uHGopmanu. Hanpumep, mydiie
BBIOpaTh «MY3bIKaJIbHBIA (haHaT@» unm «pok2013» BMecTo «Temal3y;

3.  Hcnonw3yi IBYXA3TalHYIO aBTOpPU3AIMI0. JTO KOrJa MOMHMO MapoJis
HY’KHO BBOJUTH KOJ, pUChUIaeMblii 10 SMS;

4. Boibepu CHOXHBIA mMapoiib. JIJis KakIOro MOYTOBOTO SIIHMKA JOJKEH
OBITH CBOM HAJICKHBIM, YCTOWUYMBBIA K B3JIOMY TapOJIb;

5. Ecim ectb BO3MOKHOCTBH HAIlMCAaThb CaMOMY CBOW JIMYHBIM BOIIPOC, MC-
MOJIb3YHM 3Ty BO3MOKHOCTb;

6. Mcnoyib3yld HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbIil 11 4acTHOU Tiepe-
MACKYU C aJpecaraMu, KOTOPbIM Thl JOBEPSEHIb. JTO IEKTPOHHBIN aIpec HE HAI0
UCIOJIb30BATh IIPU PErUCTpallMK HAa (popyMax U caiTax;

7. He otkpwiBaii (aitnpl U Jpyrue BIOKEHHUS B MUChMax, JaXKe €CIIU OHU
IOPUILIA OT TBOUX Jpy3eil. JIydlie yTOYyHU y HUX, OTHPABIISUIM JIM OHU TeOe 3TU
daitner,

8. Ilocne oxoHuaHus pabOTHl HA TMOYTOBOM CEPBUCE TMeEpel 3aKPBHITUEM
BKJIQJIKU C CATOM He 3a0yab HaxaTh Ha «BeIiTm».

KubepOymiuHr uin BUpTyaibHOE U3/1€BATEIbCTBO

KuGepOymnuHr - mpeciegoBanne COOOIIEHUSIMH, COAEPKAILMMU OCKOpOIIe-
HUS, arpecCHIO, 3allyTMBaHKe; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTHpPOBAHHUE C IO-
MOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 0OpHOE ¢ KUOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIydmmii cioco0: MOCOBETOBATHCS KaK ce0si BECTH H,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHayaje yCHOKOUThCS. Ecimu Thi
HaYyHElIb OTBEYaTh OCKOPOJEHUSMH HAa OCKOPOJIEHHS, TO TOJBKO eule OoJblie
Pa30AKEINIb KOH(IIHUKT;

2. YmhpaBinsii cBoelt kubeppenyTaiue;

3. AHOHUMHOCTh B ceTd MHHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He cTout BecTu XynUraHCKUN oOpa3 BUPTyalbHOW >ku3HU. VHTEpHeT
¢ukcupyer Bce TBOM JEUCTBUSA U COXpaHSET UX. YJalIuTh MX OyAeT KpaiHe 3a-
TPYAHUTEIBHO;

5. Cobumronaii CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuununbiii HeratuB. OIHOPa30BbIE OCKOPOUTEIBHBIE CO00-
HICHHs Jydiie urHopupoBatb. OOBIYHO arpeccusi MpeKpamiaeTcs Ha HadallbHOM
CTa/IuH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILIEHUSMH, B
COIMAJIbHBIX CETSAX €CTh BO3MOXKHOCThH OJIOKMPOBKH OTIPABKU COOOIIEHUH C OIpe-
JIEJIEHHBIX a/IPECOB;

8. Ecnu ThI cBUaeTenb knbepOymiunra. TBou 1elCcTBUS: BBICTYNIUTh NPOTUB
npecieaoBaTens, MoKa3arb €My, YTO €r0 JAEHCTBUS OLEHUBAIOTCS HETATHUBHO, MO-
JIEpKATh KEPTBY, KOTOPOH HyX HA MCUXOJOTrHYecKas MOMOIlb, COOOIIUTh B3pOC-
JBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

MoO6unbHBIN TenedoH



CoBpeMeHHble cMapT)OHBI U TUIAHIIETHI COAEpKaT B cebe BIIOJIHE
B3pOCIbIA (PYHKIIMOHAJ, U TeNepb OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3aUIUTHI JJI MOJ0OHBIX YCTPOUCTB MOKAa OYEHb
Mmajo. TectupoBaHMe M TOHCK YSA3BUMOCTEH B HHUX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak aiis EIK, To jke camoe kacaeTcsi 1 MOOMJIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWITEHBIE Opay3ephl YK€ MPAKTHYECKU JOTHAIM HACTOJIb-
HbIC AHAJIOTH, OJHAKO pacIMpeHrue (PyHKIIMOHAJIa BJIEYET 3a CO0O0M OOMIBIIyIO
CJIO’)KHOCTH ¥l MEHBIITYIO 3aIUIIICHHOCTb.

Jlanexko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINEC
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JjIs1 0€30IMaCHOCTH MOOMIILHOTO TeledoHa:

Huuero He siBiseTcst mo-HacTosimeMy OecriaTHbIM. Bysib ocTOpoXkeH, Beb
Korjia Tebe mpeasiaratoT OecIylaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-
TO TJIATHBIE YCIYTH;

Hywmait, npexae yeM otnpaBuTh SMS, ¢oto unm Bugeo. Thl TOUYHO 3HACIIID,
r7ie OHU OYIyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBISTH ONIEpaIMOHHYI0 CUCTEMY TBOETO cMapT(hoHa;

Hcrionb3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuiaokeHHuss OT HEM3BECTHOTO WCTOYHHKA, BEIh OHHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPaMMHOE 00eCIIeYEHUE;

[Tocne Toro kak Thl BEIMEIIB C CaliTa, I/I€ BBOJWII JINYHYIO HH(OpMAIHIO,
3aiijIu B HACTPOMKH Opaysepa u yaaiau cookies;

[lepuonnuecku npoBepsii, KaKKe MIATHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBait cBOil HOMEp MOOMJIBHOTO TeJe(dOHa TOIBKO JIOASIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIIb;

Bluetooth nomken ObITH BRIKITIOYEH, KOTJa THI UM HE TIoJIb3yemibes. He 3a-
ObIBaii MHOT/1a TPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE pa3BiIcUe-
HUS, 0OBETUHSAIONINE COTHU THICSY YEJIOBEK MO Bcemy Mupy. Mrpoku ucciemyror
JAHHBI UM MHUpP, OOMIAIOTCS APYT C JAPYTOM, BBITIOJHSIOT 3aJIaHUSI, CPAKAIOTCS C
MOHCTPAMH M TOJYYaloT ONBIT. 3a YJOBOJILCTBUE OHM IUIATAT: MOKYHAKOT JIUCK,
OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OIIIHMH.

Bce 3t cpenctBa uayT Ha MojAep>KaHUWE U Pa3BUTUE WIPHI, a TAKXKE Ha
caMy O€30MacHOCTb: COBEPUICHCTBYIOTCS CHUCTEMbI aBTOPU3AIMU, BBIMYCKAIOTCA
HOBbIe TaT4¥ (IIM(POBBIE 3aIJIATKUA JJI1 MPOrpaMM), 3aKpPHIBAIOTCS YSI3BUMOCTU
CEPBEPOB.

B momoOGHBIX Wrpax CTOMT oOmacaThCsi HE CTOJIBKO CBOUX COTICPHHKOB,
CKOJIbKO KpaKd TBOETO TMapoJs, Ha KOTOPOM OCHOBaHA CHUCTEMa aBTOPHU3AINH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnam npyroit urpok BeaeT cels MIOX0 WM CO3/aeT TeOe HEMPHUITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxanyiicst aIMUHUCTpATOPaM UTPhl HA TUIOXO0€ MOBEAEHUE ITOTO UTPO-



Ka, )KeJIaTeJIbHO MPUJIOKUTh KAKHUEe-TO JJOKA3aTeNbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii mTuuHy0 HH()OpMAaLNIO B Tpodaiiie urpsl;

4. VYBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait Heo(puIaibHbIC TATYHA U MO/IBI,

6. Hcnonb3yil ciioXHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl Urpa-
€lllb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPaXka JTUYHBIX JTAHHBIX

OObIYHOM Kpakel JIeHer U TOKYMEHTOB CETOJIHS y)K€ HMKOTO HE YAMBHIIb,
HO C Pa3BUTHUEM HMHTEPHET-TEXHOJIOTUN 3JI0YMBIIIICHHUKN TEPEMECTHIIUCH B UH-
TEPHET, ¥ MPOI0JKAIOT 3aHUMATHCS «JTTIOOMMBIMY JIETIOM.

Tax mosiBUIace HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILUHT,
TJIaBHAA 11€7Tb KOTOPOTO COCTOUT B MOJYYEHUU KOH(DHIEHIIUANIBHBIX JaHHBIX MOJIb-
30BaTeNel - JOrMHOB M mapojeil. Ha anrnuiickom si3eike phishing unraercs kak
¢bumumHr (ot fishing - peiOHast J1oBIIs, password - aposb).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ (PUITUHTOM:

1. Cneaun 3a cBouM akkayHTOM. Eciu Tl mojgo3peBaelib, YTO TBOSI aHKETa
OblJ1a B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMPOBATH €€ U COOOIIUTh aIMUHUCTPATO-
paM pecypca 00 3TOM KaKk MOXHO CKOPEE;

2. Vcnonb3yii Oe3omacHbie BeO-CalThl, B TOM YUCIIE, UHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil crnokHbIE M pa3Hble Mapoiu. TakuMm oOpas3om, eciau Tels
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJIy4aT AOCTYI TOJBKO K OJHOMY TBOEMY MpO-
w0 B ceTH, a HE KO BCEM;

4. Ecnu 1e0s1 B3IOMAaU, TO HEOOXOIMMO MPEeAyNpPEeIuTh BCEX CBOUX 3HAKO-
MBbIX, KOTOpbIE€ 100aBJIEHBI Y TE€OSI B APY3bIX, O TOM, 4TO T€OS B3JIOMAaJU U, BO3-
MO>KHO, OT TBOEr0 MMEHHU OYJET pacchuIaThbCsl ClaM M CChUIKM Ha (DUIIMHTOBBIC
CalThI;

5. YcranoBu HaaexHbIM nmaposb (PIN) Ha MoOunbHbBIN TenedoH;

6. OTkIIIOUM cOXpaHeHUe mapodsi B Opaysepe;

7. He otkpbiBail (aiiyibl U Apyrue BIOXKEHUS B MUChbMax, JIake €CIU OHU
OPUILUTA OT TBOUX JApy3eil. Jlydile yTOYyHM y HUX, OTHPABISIIM JIU OHU TeOe ITH
(aitsl.

[udposas pemyranus

[udpoBas penyranus - 3T0 HETaTHUBHAs WU MO3UTHUBHAS WH(OpMALUS B
cetu o0 Tebe. Komnpometupyromas nHpopMaius, pa3MelieHHas: B UHTEpHETE, MO-
KET Cephe3HBIM 00pa30M OTPa3UTHCS HA TBOEH peanbHO# xu3Hu. «{udposas pe-
NyTalus» - 3TO TBOM MMHJIK, KOTOPBIA (hopmupyeTcs u3 uHbopMaluu o tede B
UHTEpPHETE.

TBOE MecTO KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOEHHO-
CTH XapakTepa U pacckasbl 0 OJM3KUX - BCE ITO HAKAIUIMBAETCS B CETH.

MHorue noJIpoCTKU JErKOMBICIEHHO OTHOCATCS K MyOIMKalUU JIMYHON WH-
dbopmanu B MHTEepHETE, HE MOHMMAsi BO3MOXXHBIX IMOCHEACTBUI. Thl Jaxe He
CMOJKeIllb IOTalaThCs 0 TOM, YyTo QoTorpadusi, pa3MelieHHas 5 JeT Ha3aj, cTajia
NPUYUHON OTKAa3a MPUHATH TeOs Ha palboTy.



KomMmeHnTapuu, pazMenienre TBoux Gororpadpuii u 1pyrue AeMcTBUs MOTYT
HE MCUYE3HYTh JIaXe MOCJE TOro, KaK Thl MX yJIaiullb. Thl HE 3HAEllb, KTO COXpa-
HUWJI 3Ty UH(GOPMAIMIO, ToMajga JU OHA B MIOMCKOBBIE CUCTEMBI U COXPAHUIACH JIU
OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKpY)KAroIIME JIFOAU, KOTOPblE HAWYT U
yBUAAT 3T0. HailTu nHpOpMaIio MHOTO JIET CITYCTSI CMOYKET JIF000H - Kak U3 100-
pbIX TOOYXKJEHUH, TaK U C HAMEPEHUEM MPUUUHUTH BpeA. DTO MOXKET ObITh KTO
YTOJTHO.

OCHOBHBIE COBETHI IO 3aIUTE HU(PPOBOI permyTaluu:

1. [lonymaii, mpexjae 4yeM 4To-TO IyOJIMKOBaTh W IEpenaBaTh y ceOs B
0Ji0re WK B COLIMATIBHOM CETH;

2. B nactpoiikax mpo¢uis yCTaHOBU OrpaHUYEHHS Ha MPOCMOTP TBOETO
npouiIs U €ro CoIEepP>KUMOT0, ClIeai ero TOJbKO «JUIs Ipy3ei»;

3. He pa3memail u He yka3bIBail HHPOpMALMIO, KOTOPAst MOXKET KOro-110o
OCKOPOJISTH WA OOMKATh.

ABTOpCKOE MpaBo

CoBpeMEHHbIE IIKOJIbHUKU - AKTUBHBIE MOJIB30BATENN LHU(PPOBOTO MpPO-
cTpancTBa. OHAKO JAJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMH BO3MOKHO-
cTsMU 1U(ppPOBOro Mupa TpeOyeT COOMIOEeHUs MPaB Ha MHTEUIEKTYalIbHYIO COO-
CTBEHHOCTb.

TepMuH «uHTEIJIEKTyadbHasi COOCTBEHHOCTB» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSM YEJIOBEUECKOI0 yMa, HauMHAsl C HOBBIX M300pETEHUN U 3HAKOB, 000-
3HAYAIOLMX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U 3aKaHUMBas KHUramu, (o-
TorpapusaMu, KHHO(pUIbMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSMHU.

ABTOpCKHME TpaBa - 3TO MpPaBa HAa MHTEIIEKTYyaJbHYI0 COOCTBEHHOCTh HA
IPOM3BENIEHUS HAYKH, JTUTEPATyphbl U UCKYCCTBA. ABTOPCKUE IPaBa BHICTYIAIOT B
KauyeCTBE TapaHTHH TOTO, YTO MHTEIUIEKTyaJIbHbIN/TBOPUECKHUM TPyl aBTOpa HE Oy-
JI€T HAIPACHBIM, JAacT €My CIpaBeJIMBbIe BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTa-
TaxX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTh M Mpu3HaHue. Hukro 6e3 paspemieHus
aBTOpa HE MOXET BOCIPOM3BOJIUTH €r0 MPOU3BEIACHHE, PACIPOCTPAHSTh, MMyOInY-
HO JIEMOHCTPUPOBATH, MPOAABATh, UMIIOPTUPOBATH, IyCKaTh B MPOKAT, MyOIMYHO
UCIIOJTHSATH, MOKa3bIBaTh/UCIIONHATD B 3dUpe WK pa3Meniath B IHTepHeTe.

Hcnonp30BaHne «mUpaTcKOro» MporpaMMHOTO 00eCTIeYeHUs] MOXKET MpPUBE-
CTH K MHOTUM pHCKaM: OT MOTEPHU JAAHHBIX K TBOUM aKKayHTaMm 10 OJOKUPOBKH
TBOETO yCTPOMCTBA, IZie YCTAaHOBJIEHA HeEJerajabHas mporpamMMa. He crout Taxxke
3a0bIBaTh, YTO CYLIECTBYIOT JErajbHble M OECIUIATHBIE MPOTPAMMBI, KOTOPHIE
MO’KHO HAWTU B CETH.

O noprasie

CereBUYOK.p( - TBOM IVIaBHBIN COBETYMK B CETU. 3/1€Ch Thl MOXKEIb Y3HATh
0 0€30IaCHOCTH B CETU MOHSTHBIM M JOCTYIHBIM SI3bIKOM, & IIPU BOSHMKHOBEHHUU
KPUTHYECKON CUTyallM OOpaTUThCA 3a COBETOM. A TakXe MPHUHATh y4yacTHE B
KOHKYpCax M CTaTh CAMbIM ITU(PPOBBIM IpaskJaHUHOM !



